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ABSTRACT

As Korea is rapidly becoming an IT powerhouse in the short term, various side effects such as cyber violence, personal
information leakage and cyber terrorism are emerging as new social problems. Especially, the seriousness of leakage of
personal information, which is the basis of safe cyber life, has been highlighted all over the world. In this regard, it is
necessary to estimate the amount of the damage cost due to the leakage of personal information. In this study, we propose
four evaluation methods to calculate the cost of damages due to personal information leakage according to average real
transactions value, personally recognized value, compensation amount basis, and comparison to similar countries. We analyzed
data from 2007 to 2016 to collect personal information leakage cases for 10 years and estimated the cost of damages. The
number of cases used in the estimation is 65, and the total number of personal information leakage is about 430 million.
The estimated cost of personal information leakage in 2016 was estimated to be at least KRW 7.4 billion, up to KRW 220
billion, and the 10 year average was estimated at from KRW 10.7 billion to KRW 307 billion per year. Also, we could
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find out the singularity that the estimated damage due to personal information leakage increases every three years. In the

future, this study will be able to provide an index that can measure the damage cost caused by the leakage of personal

information more accurately, and it can be used as an index of measures to reduce the damage cost due to personal

information leakage.

Keywords: Cyber side-effect, personal information leakage, Infringement of rights, cost calculation model
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Table 1. Cyber side-effect classification

Main Middle

Small Category
Category

Category

Game
Chatting

Shopping /
Media Stock

addiction

Pornography

Information
Search

Sns
Website

content Media

Harmful

Individual

Insult

Defamation
Stalking
Verbal Violence
Abuse

Human
Alienation

Cyber
violence

Malicious
Comments

Sexual Violence
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Portrait
Table 2. Personal Information Classification
Infringement Copyright Type Category
of rights Name. resident registration
Personal General number, driver’s license number,
Information informat address, phone number, date of
Extrusion . : :
ion birth, place of birth, home
Infodemix address, sex
Judgment Manipulation Of . Family member name, place of
.. Opinion Family . . .
Individual . birth, date of birth, resident
disorder Agitati Informat . . .
gitation ion registration number, occupation,
Necassism telephone number
(Ej}lectronic Educatio School attendance, final
Internet ommerce n and education, school records,
fraud Game Training technical qualifications and
Voice Phishing Informat professional licenses, completed
B ion training programs, club activities
Hacking
Cybercrime / - s
o Virus Mlhtgry Group number and rank,
Terrorism service disch ¢ liarit
Spyware informat ischarge type, peculiarity,
- . working unit
Hacking ion
Virus Real
Cybercrime / Sovware estate Owned hpuses, .1and, cars, other
Terrorism by i possession vehicles, shops and
erroris Material in grmat buildings
Leakage ion
Enterprise Bomb Spam Current salary, salary career,
Portrait bonus and commission, other
Infringement Copyright sources of income, .1nterest
¢ riaht Por n Income income, business income,
ol rights Infgll"lsrs;tei‘on informat Other income insurance (health,
Extrusion ‘on life, etc.) subscription status,
company expenses, investment
program, retirement program,
2.2 JelFe vacation, sick leave
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Type Category
violation record, bankruptcy and
ion collateral record, arrest record,
divorce record, tax record
. Family history, past medical
Medical .
records, mental illness record,
Informat . . o
ion physical disability, blood type,
1Q, drug test, etc.
Organiza . . .. ..
. Join unions, join religious groups,
tion .. L .
. join political parties, club
informat
. members
ion
Commun
ication E-mail. phone call contents, log
informat file, cookies
ion
i?ff)?:l(:; Personal location information by
. GPS or mobile phone
ion
Physical . . .. .
hsica Fingerprints, iris, DNA, height,
informat
. chest
ion
abits Smoking, drinking, preferred
and . .
sports and entertainment, leisure
hobby S .
. activities, video rental records,
informat . .
ion gambling propensity

PIPC, "Personal Information Protection

Annual Report.” 2012
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Table 3. Personal Information Classification

type category
Name, resident registration
number, address, home address,
phone number, contact
Personal . . .
. information, date of birth, place
Informati .
on of birth,
Email address, family
relationship, family member
information, etc.
Physical Face, fingerprint, iris, voice,
informati genetic information, height,
on weight, etc.
Health status, medical record,
Medical physical disability, disability
Informati | grade, medical history, insurance
on and contract maintenance, gene
analysis, etc.
Income, credit card and
bankbook account number,
purchase history of goods, loan
Financial or mortgage setting,
Informati Economic information includes
on commerce and financial
transaction details, personal
property / property holdings,
credit rating information, etc.
Education, sexuality, criminal
. record, trial record, penalty
Social . .
. . | payment history, workplace, high
informati
on school, work place, work
experience, military service,
station number, working unit
Communi . .
. Phone call history, website
cation . .
informati access history, email, phone
on message, other GPS, etc.
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2 Definition of

1. Analysis of Gyber side effect

j! e es5e. | . ’
edvaniced reszarch [ Personallinformation

= Analysis of oyber sige effect
advar research
= Definitign of Cyber sige effect
nalysis = Definitign gf Percgnal information
= Analysis of advanced research for
Perconal Information Leskage

3. Establishment of
personal information leakage
costcalculation model

4 [Data collection

= 10 years from 2007 o 2016, the
actusl leskage of personal
infigrmation data collection

- 11 countries, private information
per average damage cost of dats
cpllection Ponemon report

= Acual average value

5, Calculate 6, Analysis

costordamage of @utput Kesults

- 4ways to caboulate the cost of
damage due to leakage of personal

information
- Caloulate the minimum and
maximum estimates for each year

- Analysic of Etimated Cost by Year
- Analysis of esimation cost by
caloulation method

Fig. 1. Research Process
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Table 4. Damage Cost Estimation Model for
Personal Information Leakage

Model Basis Equation Pelfspe
ctive
Actual Number of leakage*
A average Actual average
value value o
Indivi
Personal Number of leakage® dual
B perception Personal perception
value value
Number of leakage*
Reward
Actual Enterp
C based . .
. compensation rise
estimates
amount
Compared to GDP /
Other Internet users
country Estimation of Count
D
-based personal ry
estimates information leakage
cost in Korea
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A. Actual average base value = N * Vr

N = number of outflows

Vr = Actual transaction amount of personal
information (thing)

Fig. 2. Actual average value-based calculation
formula
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B. Personal perception value base = N * Vp
N = number of outflows
Vp = per-person perception value (case)

Fig. 3. Personal perception value-based calcula-
tion formula
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C. Total amount of cost(TAOC) = AOC +
AOC’

a. Actual amount of cost(AOC) = Ve x Nr
x 0.0078

b. Estimated amount of cost(AOC") = V¢’
x Ne x 0.0078

TAOC = Total Rewards

AOC = Actual Rewards Calculated

AOC "= Estimated Rewards Calculated

Ve = Rewards due to personal information
leakage

Ve "= Estimated Rewards due to personal
information leakage

Nr = Actual Rewards

Ne = Estimated Rewards

Fig. 4. Reward based calculation formula
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D.Other country-based estimates
a. Per capita GDP = PPP / PPP '*
avgCost * N
b. Population ratio = P/ P
c. Internet users = 1P / IP

* avgCost * N
" avgCost * N

N = number of leakage

PPP = GDP per capita in Korea

PPP "= CDP per capita in other countries
avgCost = Damage cost per individual
leakage of personal information by country
P = Korea population

P "= Number of people in other countries
IP = number of Korean Internet users

IP "= Number of Internet users in other
countries

Fig. 5. Other country-based calculation formula
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Table 5. Output result 1(method A/B/C)
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Table 6. Output result 2(method D)

(Unit: thousand won)

Based on other countries

.. D method
(Unit: thousand won) year
Per capita .
Stand Total . 12 Population Internet users
Personal basis GDP
ard | number of
personal 2016 4.733.178.239 4.261.484.543 4,536.,052,302
. . Based on | Personal Based on
informatio ti ti
i il ion [compensati
n leakage | 2Verage |perception lcompensatio
vear | by year value value base | n amount
(Run out) | 2 method | B Method | C method Table 7. Output result 3(Min/ Max estimated
amount by year)
2007 6.000,000 1,500,000 | 35.959.248,000 6,239,984 ..
(Unit: thousand won)
Stand . .
2008 23,466,205 5,866,551 | 148,177,633,067 | 24,404,792 il Min / Max estimated amount
year Min estimate Max estimate
2009 150,000 37,500 973,396,200 156,000
2007 1,500,000 35,959.248.000
2010 3,300,000 825,000 22.039.614.300 3.431,991
2008 5,866,551 148,177.633.067
2011 59,780,828 14,945,207 | 415,366.040.507 | 80,371,997 2009 37,500 973.396.200
2010 825,000 22.039.614,300
2012 47.212.672 11.803.168 | 335.261.669.076 |  46.820.879
2011 14,945,207 415,366.040,507
2013 397.000 99,250 2.853.831,721 308,879
2012 11.803.168 335,261.669,076
o4 230 7
2014 | 209.364,707 52,341,177 1")24'8559"99'9 110,079,021 2013 99,250 2.853.831,721
2014 52,341,176 1,524,839.799.905
2015 50,098,211 12.524.553 | 367.428.144.893 | 52,102,009
2015 12.524.552 367,428.144,893
2016 29,751,923 7.437.981  |220.372,136.638 | 30,941,923
2016 7,437,980 220,372.136,638
Annual
averag | 42,952,155 10,738,039 | 307,327.151.431 | 35,485,748 Annual 10.738.039 307.327.151.431
e average
Total | 420521546 | 107380387 | PRSI | g5y 57 476 Total 107,380,386 3,073.271,514.306
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Fig. 6. 10year damage cost calculation graph
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